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Content for LA consideration, adoption and local branding  

GDPR Guide for Councillors  

The General Data Protection Regulation (GDPR) is the most significant change in 
data protection law for 20 years. It comes into force on 25th May 2018 and will be 
supplemented by the Data Protection Bill now before Parliament.

All Councillors have a leadership and oversight role for ensuring the Council 
complies with data protection legislation when it discharges its statutory and 
regulatory functions.

However, this guidance focuses on your role as a councillor and data controller for 
personal data processing when responding to requests received from constituents. 
 
For other personal data processed by you:

 as a councillor for official council business purposes, or 
 if acting as a school governor, or 
 for party political and campaigning purposes

the Council, School and/or your national, regional or local political party is the 
accountable body for ensuring that personal data is managed in accordance with 
data protection requirements. 

All data controllers must:  

 ensure they have a current up to date entry in the Information Commissioner’s 
Public Register of Data Controllers 

 establish the culture and the necessary organisational and technical policies 
and guidance to ensure data protection standards are implemented and 
individual rights are respected.

This guidance gives a brief overview of the main headline changes and requirements 
under the GDPR (see Table in Appendix 1) so you have some knowledge of the 
scope for larger organisations in which you are involved. But more importantly, it 
highlights key areas below that relate to your own data protection obligations for the 
collection, use, and storage of personal data when representing your local 
constituents.  
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Introduction

Implementing the GDPR as supplemented by the Data Protection Bill is important for 
the UK in securing a longer term ‘adequacy’ decision from the EU which will be vital 
for mutual trading purposes after the UK’s withdrawal from the EU.  

Unless the Data Protection Bill is passed by 25th May, the GDPR will come into force 
without the UK exercising necessary derogations and exemptions for the processing 
of certain types of data or, implementing new rules for regulating the processing of 
personal data that falls beyond the scope of EU law, such as domestic law 
enforcement and intelligence services.

Although there are significant changes, much of the GDPR and the Data Protection 
Bill (which we expect to be enacted soon) is familiar as it builds on current privacy 
laws and the ‘good practice measures’ promoted by the Information Commissioner.

Most of these good practice measures become legally enforceable under the new 
regime from 25th May 2018. So gauging how much is new is to some extent dictated 
by existing attitudes and policies around data protection compliance.

For those already adopting the good practice measures recommended by the 
Information Commissioner’s Office (ICO), the transition to the GDPR is likely to be 
easier.       

What do I need to know?

There are some new requirements that affect all controllers irrespective of size and 
the most significant changes are highlighted below.

Accountability duty – this new duty reverses the presumption that organisations 
are compliant unless there is evidence to the contrary. Instead, it places a proactive 
duty on controllers to evidence how they comply, including demonstrating that they 
meet the strengthened Data Protection Principles (see Appendix 2). For most 
controllers, the abolition of the ICO’s Public Register of Controllers (discussed later) 
not only transfers record keeping obligations to individual controllers but extends 
them.  

Transparency – controllers have extended obligations for informing data subjects 
how their data is to be used and shared at the point of data collection (or soon 
afterwards, if obtained from others or public sources). These new information 
requirements include specifying the legal bases relied on for processing; how long 
the personal data is to be retained; how individuals can exercise their rights and 
make complaints to the ICO.  

Personal data – is defined more broadly and means any information relating to an 
identified or identifiable (whether directly or indirectly). This includes an identifier 
such as a name, an identification number, geographical location data, online 
identifiers (such as an IP address) as well as one or more factors specific to the 
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physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person.

Special Category Data (SCD) – this covers the same categories of data now known 
as ‘sensitive personal data’ under the DPA 1998 and is widened to include biometric, 
genetic and sexual orientation. Under the Data Protection Bill, personal data relating 
to criminal convictions and offences will be effectively classified in the same way.  In 
order to process SCD you must satisfy a lawful basis under Article 6 and also under  
Article 9 of the GDPR.
 
Lawful basis for processing – Article 6(1) of the GDPR provides 6 grounds for 
processing personal data. These are: consent, contract, legal obligation, vital 
interests, public task and legitimate interests. Where SCD and/or criminal conviction 
data is to be processed, a further lawful basis is necessary from Article 9(2) of the 
GDPR or from any additional grounds Member States are permitted to add. The 
UK’s Data Protection Bill is the vehicle for this and will include processing conditions 
relevant to Elected Representatives (discussed later). 
  
Consent – For consent to be valid under the GDPR, it must be: 
“freely given, specific, informed and unambiguous indication of the data subjects 
wishes by which he or she, by a statement or by a clear affirmative action signifies 
agreement to the processing of personal data relating to him or her”  

If relying on consent as a lawful basis for processing, the act of the constituent 
approaching an Elected Representative to ask for assistance and reasonably 
expecting that their data will be shared with relevant third parties, is likely to be a 
sufficient demonstration of their wishes.

If it is also necessary to process SCD and/or criminal conviction data, then explicit 
consent will be needed. This should take the form of a very clear and specific 
statement. If this is not received by the Elected Representative in a recordable 
format, then the ICO recommends maintaining a record of when and how consent for 
SCD is obtained.  

Legitimate interests – This condition applies in respect of non SCD processed for 
the purposes of the legitimate interests pursued by the controller or by a third party, 
except where such interests override the privacy interests of an individual. 

For Elected Representatives, this condition is likely to be engaged in respect of 
personal information about other individuals which may be received from the 
constituent or obtained in the course of your enquiries (e.g. names and contact 
information of employees of organisations with whom you need to liaise). Where 
consent is not appropriate or feasible, this condition is likely to be justified because it 
is necessary to process limited non SCD personal data about individuals in order to 
pursue your legitimate interests as an elected representative and those of your 
constituent and on balance, this overrides any privacy intrusion.

Substantial public interest –Schedule 1, Part 2, paragraph 24 of the Data 
Protection Bill provides a lawful basis for an elected representative (or a person 
authorised by them) to process SCD without consent in respect of a data subject  
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other than the constituent making the request.
Choose preferred text para:

[This ground applies in defined circumstances where consent in not appropriate or 
feasible, including where seeking this would enable than individual to frustrate the 
elected member’s ability to pursue a request made by their constituent]   

[This ground applies where the processing is necessary for the purposes of, or in 
connection with, action reasonably taken by the elected representative in response 
to a request from a constituent, where the data subject is unable or withholds 
consent unreasonably; the elected representative cannot reasonably be expected to 
obtain the consent of the data subject; or seeking consent would prejudice the action 
being taken by the elected representative].

Security – deployment of appropriate organisational and technical security 
measures for data at rest and in transit, including use of ‘pseudonymisation’ and 
‘encryption’ techniques and regular auditing/testing of effectiveness. (This includes 
training records and privacy related policies and guidance).   

Individual rights – charging for servicing requests from data subjects disappears 
with the GDPR, the time limit for responding to routine requests is shortened from 40 
calendar days to 1 month and subject access’ is only one of a range of modified or 
new individual rights. 

Breach reporting – controllers must keep a record of all security breaches and must 
where feasible, report serious breaches to the ICO within 72 hours of discovery or 
account for any delay. Where this involves a ‘high risk’ to the privacy rights of 
individuals, there is also a requirement to inform individuals.
 
Penalties – the ICO has stronger enforcement powers. These include levying 
substantially higher fines, powers to undertake audit inspections and to order the 
cessation or suspension of processing activities.[In recent weeks, the ICO has made 
representations to Parliament for wider enforcement powers in the Data Protection 
Bill in the wake of the Cambridge Analytica/Facebook data scandal].   

What do I need to do?

 make sure you are registered with the ICO for processing constituents 
personal data for casework purposes and maintain this entry until the new 
charging regime comes into effect (see later section). [You can check if 
registered by entering your name and searching the ICO’s on line Public 
Register at this web page https://ico.org.uk/esdwebpages/search]

 inform individuals how you intend to process personal data in face to face 
meetings, over the telephone, in written communications or by referring 
constituents to a Privacy Notice – discussed later with ‘example’ notice

 make sure they know that responding to their request means that you will 
need to disclose and receive personal information from other sources

 make sure your privacy notice includes processing of personal data in respect 
of other individuals as a consequence of representing the interests of your  
constituent and the legal basis for doing so (see example privacy notice later) 

https://ico.org.uk/esdwebpages/search
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 maintain records to evidence consent has been obtained where this is 
necessary, including what individuals were told, and when and how they 
consented.

 only collect the minimum data needed for the stated purpose and only share 
personal data on a ‘need to know’ basis 

 do not use personal data collected in ways that are incompatible, unexpected 
or likely to alarm to your constituents [e.g. do not use contact details collected 
to represent constituents for promotional purposes or for political campaigning 
purposes unless you have secured separate consent for this] 

 tell subjects of their rights (inclusion of a reference in your Privacy Notice to 
ICO’s website should suffice - see example later)

 know your data and securely destroy ‘old’ casework records when no longer 
needed (paper and electronic)

 keep a register of all security breaches and, if you have a serious security 
breach involving the loss or theft of personal data, report it to the ICO and 
consider if threshold is met for proactively notifying individuals  

 make sure your records are factually accurate 
 when making or expressing opinions about individuals ensure you can justify 

your statements as this information is often disclosable, if requested 
 be ready to answer access and other requests from constituents and any 

other individuals whose data you hold within the new time limits
 store personal data securely (e.g. encrypt electronic records) and if using 

email always check you are sending to the correct recipient and remember 
that unprotected content can be intercepted when transmitted over the 
insecure internet   

 use complex passwords for electronic devices and change frequently
 remember the data controller is responsible for personal data, regardless of 

the ownership of the device used to carry out the processing and must ensure 
effective security 

 if you do not store casework files on your local authority secure network or 
use their portable devices, ensure software and anti- virus protection is in 
place and regularly updated

 ensure you are not overlooked or overhead if working in public areas 
 avoid opening ‘dodgy’ emails that could lock, access or infect your 

device/computer
 store devices securely when not in use and to limit risk, keep paper records 

separate from electronic devices 
 use social media responsibly and do not discuss individual cases 
 though not designed for your constituency casework purposes, become 

familiar with your Council’s data protection policies and procedures (which 
you need to follow when conducting official council business anyway), as this 
will help your understanding of the new data protection framework and your 
own data protection responsibilities

 seek advice if you do not know your responsibilities are or are unsure what 
you need to do. [The ICO website provides information and offers a helpline 
service: 0303 123 1113] 
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What is the new charging regime for funding the UK’s data protection 
regulator?

Currently, as you are the data controller for personal data processing activities when 
responding to requests from ward constituents, the Information Commissioner’s 
official advice is that you are required to have an up to date entry in the ICO’s Public 
Register of Data Controllers.

The current cost of entering your processing activities in the register as a ward 
councillor is £35 per annum. 

Many councils treat this cost as an ‘allowable expense’ and the administrative 
process of registering may be organised for you by a member of the council’s staff 
(but note if you run your own business and this involves processing personal data, 
you are wholly responsible for ensuing compliance with data protection obligations).   

The 1998 Data Protection Act will be repealed once the new Data Protection Bill is 
enacted, removing the legal requirement on the ICO to maintain a register of the 
processing activities of all data controllers. 

However, a new funding regime will replace the income lost to ensure that the 
Information Commissioner’s data protection responsibilities continue to be funded 
directly by data controllers rather than via general taxation. 

Though the notification process is to be abolished, it is in force until 24th May 2018 
and any notification made prior to that date will remain effective for a period of 12 
months. When existing notifications expire or are made for the first time after 24th 
May 2018, a ‘three tier’ new charging regime will apply. 

The lowest charge for those in the third tier (the tier that includes a councillor), will be 
£40 per annum (discounted to £35 if paid by direct debit).

Failure to pay charges will in future be treated as a civil rather than criminal offence 
with the ICO able to administer civil penalty charges of 150% in addition to the 
unpaid chargeable sum.

[The new fee will also be treated as an “allowable expense” and payment will be 
organised on your behalf by the Council. You do not need to take any action in 
relation to this.]

[You will need to pay the new fee when contacted by the ICO or by the Council]  

The new charges for data controllers of all sizes, are expected to increase the ICO’s 
annual data protection income from £17m to between £25m - £34m in order to 
support their extended responsibilities under the new legislation and Parliament has 
agreed to pay flexibility for the ICO’s office so they are better able to recruit and 
retain experienced staff.
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The abolition of the ICO’s Public Register means the former obligation on the 
Information Commissioner for documenting processing activities is effectively 
transferred to larger data controllers as part of the new ‘accountability’ requirements 
to demonstrate compliance with the legislation.  

Though this constitutes a huge evidential burden for controllers with multiple and 
complex processing activities, as explained later, it is not choose option [necessary] 
[onerous] for controllers with no directly employed staff and only one main 
processing purpose. 

What needs to be included in a Privacy Notice?

The Council is not responsible for the processing of personal data by you in relation 
to your constituents and it is your responsibility to inform your constituents how you 
intend to use and share their information.

[The extent of information that must be supplied to data subjects is shown in tabular 
form at Appendix 3]   

For many controllers, the easiest way of communicating this information is to 
develop a Privacy Notice which is personally given to data subjects in the form of a 
leaflet, or displayed/published in a way that individuals seeking to use their services 
are likely to see. 

An example privacy notice which outlines the processing undertaken by councillors 
responding to requests from constituents is given at Annex 1. The Council is not 
required to produce this and it entirely up to you whether or not:

 this is adequate and accurately reflects the processing you undertake
 you choose to adopt it or meet the duty to inform individuals in other ways  

[Drafting note – the issue below is really an issue one might expect the LGA to lead 
on – at least in creating a common PN. The next issue is how do councillors 
communicate the PN? The option below may be more feasible for some councils 
than others and note it is not risk free as individual councillor cannot be specifically 
named in the notice as the data controller in the notice as the same notice is 
intended to apply to all of them. It is assumed that if LAs are interested in this option 
then it may be agreeable after cllr contact details on LA websites to include some 
text along lines of “I am the data controller for processing personal information on 
behalf of constituents seeking my help. Please view my privacy notice hosted here” 
[make link] 

[As Councillors meet local residents in a range of settings with surgeries held in 
different locations and rarely have their own dedicated web sites, ensuring 
constituents receive the same consistent message, is likely to prove challenging.
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In view of this the Council has considered how it may give assistance to councillors 
in offering facilities to communicate privacy information.

Where all councillors on a cross party basis are in agreement, the Council (subject to 
appropriate disclaimers) is willing to host and publish a common privacy notice for all 
councillors on its website. 

Please be aware this is only feasible if there is cross party unanimity on the content 
as the Council is not able to publish multiple versions. 

The Council is able to publish a common notice via its web site by inserting a privacy 
notice link after the contact information for each councillor published on the Councils 
internet page(s). When clicked, this link would display a standard universal notice 
applicable for all councillors within [insert LA name].  In combination with privacy 
information given by you when meeting/speaking with a constituent, this should 
satisfy your duty to inform. 

To determine if this option is feasible, the party group officers would need to liaise on 
the principle and on the draft text. If all parties are able to reach agreement on the 
content of an approved universal notice (either the attached example or alternative 
text collectively agreed by all parties), this should be reported to [insert name], 
Monitoring Officer, no later than [insert date]].

Do I need to maintain ‘Records of Processing Activities’ (RoPA)? 
 
Article 30 of the GDPR requires data controllers to maintain an accurate record of 
their processing activities and supply this on request to the Information 
Commissioner.

A RoPA is not necessary for employers with fewer than 250 staff, unless the data 
processing:
 

(i) is likely to result in a risk to the rights and freedoms of data subjects, 
(ii) is not occasional and 
(iii) includes personal data defined as ‘special’ or relates to criminal 

convictions and offences.

   
It is highly debatable whether the processing of personal data by councillors in the 
context of responding on a ‘case by case’ basis to issues raised by constituents, 
engages the above criteria.   

[Choose from options below]

Option 1 [note RoPA based on ‘Leicester’ approach needs strengthening in places – 
if choosing to leave in guidance please add to locally in relation to known security 
measures etc] 
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However, as the processing relates to the sole purpose of constituency casework the 
creation and maintenance of Records of Processing Activities (RoPA), is not unduly 
onerous. 

An example RoPA template (your own details need to be inserted) is given at Annex 
2 with wording in similar terms to that which now appears in the standard entry for an 
elected councillor in the ICO’s Public Register of Data Controllers. 

This documents the processing you are undertaking when responding to requests 
from constituents and should be sufficient if you are asked by the ICO to provide 
documentation.   

Option 2 (if preferred remove Annex 2)
For this reason, it is highly unlikely that Councillors need to maintain a Record of 
their Processing Activities but as the relevant data controller, it is your responsibility 
to reach this decision.

Are there examples of data protection security breaches or offences involving 
elected representatives?

In an age of greater transparency around data security breaches and prosecutable 
offences, there are a number of published examples involving elected 
representatives:

Oliver Letwin, MP (2011)
The then Coalition Cabinet Office Minister was filmed by the media discarding 
sensitive correspondence on terrorism, national security and constituents’ private 
correspondence in rubbish bins in a London park near No 10 on 5 separate 
occasions. 

Vince Cable, MP (2011)
The confidential personal details of constituents and Ministerial letters were 
discarded without shredding in transparent waste bags on pavement outside 
constituency office in Twickenham.

Luton Councillor (also Leader) (Oct 2013)
Using an Iphone, a response to one resident enclosed sensitive personal details 
of another by mistake. 

Independent Thanet Councillor (Apr 2018)
This councillor faces prosecution by the ICO for multiple offences, including 
allegedly:
(i) destroying dog fouling records to avoid disclosure in response to a public 

access request under FoIA
(ii) failing as a data controller to have an entry in the ICO’s Public Register of 

Data Controllers 
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What will the Data Protection Act 2018 do?

 The Data Protection Bill is currently before Parliament and once enacted will 
replace the 1998 Act and the Data Protection (Processing of Sensitive 
Personal Data (Elected Representatives) Order 2002/2905.

 This existing Order makes provision for processing by elected representatives 
when dealing with requests made by a data subject and requests made by 
individuals for data subjects and in the case of the latter, outlines the 
conditions that need to be engaged in order to process sensitive personal 
data without the explicit consent of the data subject.

 It also makes provision for another data controller to disclose relevant 
sensitive personal data in response to a request from an elected 
representative made on behalf of the data subject or in relation to another 
person and in the case of the latter, the conditions that need to be engaged in 
order for sensitive personal data to be disclosed without explicit consent.

 The Data Protection Act 2018 will: 
o supplement the GDPR and provide additional lawful bases for 

processing SCD and/or criminal conviction and offence data, the nature 
of the exemptions and which rights of data subjects these set aside; 

o implement the EU Directive for the cross-border transfer of personal 
data relating to law enforcement;

o introduce for example, separate data protection rules for domestic law 
enforcement and for the intelligence services which fall outside the 
scope of EU law. 

 [It is likely to contain contested provisions, particularly in the light of the 
Windrush scandal, allowing for the disapplication of most individual rights 
where the purpose of processing relates to ‘the maintenance of effective 
immigration control’. Opponents have argued that ‘illegal’ immigration is 
already capable of being pursued under alternative exemptions relating to 
crime prevention and detection.]

 In relation to Elected Representatives, it is likely that similar provisions will be 
contained in the Data Protection Act 2018 enabling you as an elected member 
to contact council officers / other public bodies as you do now for the 
purposes of making representations/enquiries in connection with requests 
made by constituents.

 We will know more about how these provisions are expected to operate once 
the Bill is enacted and any other legal basis that may be applicable. Once this 
is clear, you may receive further guidance from us on any additional 
obligations these new rules create.



12

In the meantime, if you need more information or have any questions about the 
new legislation please visit the ICO’s GDPR web pages at  https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-gdpr/

If members require an officer briefing on the implications of the GDPR/DP Bill 
either in relation to the Council’s business purposes or as a ward councillor 
processing casework on behalf of your constituents and the work you can do to 
prepare:   

Contact: MICHELLE LINDSAY

Email: MICHELLE.LINDSAY@SALFORD.GOV.UK

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
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Annex 1 – Example Privacy Notice for ward councillor 

[insert version number and date]
 
Privacy Notice  

As an elected Councillor within the [City of/ borough of [insert]], I am the controller 
accountable for the processing of personal information in connection with the processing of 
requests received from ward constituents.

[Alternative wording naming cllr as controller where LA not offering publication 
facility on website: 
 
I [insert name] as an elected councillor for the ward of [insert] am the controller accountable 
for the processing of personal information in connection with the processing of requests 
received from ward constituents].

In accordance with new data protection legislation coming into force on 25th May 2018, this 
Privacy Notice provides information about how I process personal information for the 
purpose of responding to requests from constituents and provides information about the 
privacy rights of individuals. 

What is the role of an elected representative?
As an elected Councillor, I regularly hold advice surgeries and respond to casework and 
policy queries raised with me by residents in my ward. In order to provide assistance and 
respond to these enquires, it is necessary to process personal data relating to the 
constituent making the request and other individuals who may be involved or identified 
during the course of my enquiries.

How is personal data processed when responding to requests from constituents?  

When you ask for my help and assistance I will need to collect some information from you. 

This will generally include personal information such as your name, address and contact 
information together with details of your problem or concern. 

The law treats some types of personal information as ‘special’ because the information 
requires more protection due to its sensitivity. This information consists of: 

 racial or ethnic origin
 sexuality and sexual life 
 religious or philosophical beliefs
 trade union membership
 political opinions
 genetic and bio-metric data
 physical or mental health
 criminal convictions and offences

It will only be necessary to collect this type of information where it is of relevance to the 
request you are making.
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Personal information about you will only be disclosed on a ‘need to know’ basis with a 
relevant organisation and/or individual who is able to provide information to help address or 
resolve your concern. 

A relevant third party organisation and/or individual will be determined by the nature of the 
concern you have raised and therefore will vary from case to case. 

However, by way of example these third parties include:

 local and/or central government
 elected representatives and other holders of public office
 landlords
 statutory law enforcement agencies and investigating bodies
 the media
 healthcare, social and welfare advisers or practitioners

Any third parties with whom I may share your data are obliged to keep your details securely, 
and to use your data for purposes already communicated to you.

The personal information you provide and I may receive from organisations or individuals in 
the course of my enquiries, will only be used to progress the problem or concern you have 
raised. Your personal data will not be used in a way that goes beyond your reasonable 
expectations.

If you specifically ask me not to disclose information identifying you to other third parties it is 
necessary for me to contact, I will try to respect that. However, please be aware that it may 
not be possible to progress a matter for you on an anonymous basis.

[Unless I receive an objection, any unresolved requests from you at the point my elected 
period of office ends, will be transferred to [insert]]

How is personal data about other individuals processed in connection with requests 
from constituents?  

In representing constituents, I will from time to time also process personal information 
relating to:

 employees working in the Council and/or other public sector, third sector or private 
sector organisations   

 elected representatives and others in public office
 complainants and enquirers
 relatives, guardians and associates of the constituent I represent  
 business or other contacts
 the subject of complaints

What is the legal basis for processing my personal data?

The legal bases relied on for processing personal information in relation to responding to 
requests from constituents is:

 consent or explicit consent of the constituent making the request (or any other 
relevant persons where this is appropriate)   
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 necessary in pursuit of my legitimate interests as an elected representative and those 
of my constituent and it is assessed these interests override any privacy intrusion 
involved in processing personal data about other individuals  

 discharging functions as an elected representative for the purpose of responding to 
requests from constituents where this is permissible, without explicit consent, under 
one of the conditions specified in Schedule 1, Part 2, paragraph 23 of the Data 
Protection Act 2018 [based on current references in Bill]  

Is my personal data shared with anyone else?

Unless the law requires or permits the sharing of information e.g. crime prevention or 
detection or the safeguarding of vulnerable children or adults, no personal information 
obtained by me will be further disclosed other than for the purpose of progressing and 
responding to requests from constituents as outlined above. 

Personal information may be stored on my behalf by the [Council on a dedicated part of its 
secure network or insert other category of service provider if applicable]. Other than 
technical and monitoring operations, access and processing is undertaken only in 
accordance with my instructions.   

Is my personal data transferred beyond the EEA?

Personal information within my control will not be sent beyond the European Economic Area 
(‘EEA’)

Optional [Does your processing involve automated decision making about me?

None of the personal information controlled by me involves automated decision making. 

[Drafting note for later deletion: This means the making of a decision which impacts on an 
individual in a legal sense or similar way using a wholly computerised programme or 
application without the involvement of a human being]. 

For how long will my personal data be kept?

Unless specifically requested by you, personal data held for the purposes of responding to 
requests received from constituents and obtained in the course of my enquiries, will only be 
kept for as long as the law specifies or where the law does not specify this, for a suitable 
length of time after the case/enquiry is closed. 

[insert length of time for retaining closed casework files if this is known/fixed or link to period 
of elected office, including any time allowed (if any) following loss of office for case 
closure/hand over]

[If my period of elected office ends before resolving a constituent’s request, where the 
constituent has not expressed any objection, the case file will be transferred to [insert] ]  

How is my personal data safeguarded?

Reasonable security measures are taken to ensure that personal information within my 
control is protected from accidental loss or alteration, inappropriate access, misuse or theft. 
 
[As the Council provides support services for elected members, communications addressed 
by post to me at the Council or using my council email address are held securely on a 
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dedicated controlled area of the Council’s secure network with access restricted in 
accordance with my instructions].

[If the council does not provide facilities, or this does not capture all communications 
involving constituents personal data, briefly describe at a high level only, the security 
measures deployed]   

What rights do I have?
  
The new data protection legislation strengthens the rights of individuals. 

Option 1
[This includes the right to be informed (which this notice fulfils); the right to withdraw your 
consent; access your data without charge and, to rectify mistakes, object to its use and to 
seek erasure or restriction in defined circumstances]  

Option 2
[In general you have the following rights: 

Right of access – you have the right to request a copy of the information that I hold about 
you.

Right of rectification – you have a right to correct data that I hold about you if it is inaccurate 
or incomplete.

Right to be forgotten – in certain circumstances you can ask for the data I hold about you to 
be erased from my records.

Right to restriction of processing – where certain conditions apply you have the right to ask 
me to restrict [quarantine] my processing of your data.

Right of portability – in certain circumstances you have the right to have the data I hold about 
you transferred to another organisation.

Right to object – you have the right to object to certain types of processing, such as direct 
marketing.

Right to object to automated processing, including profiling – you have the right to ask for a 
decision made on wholly automated basis which legally affects you to be reviewed by a 
human being.

The Information Commissioner’s Office (ICO) is responsible for upholding these rights in the 
UK. For a detailed explanation of all these rights and, the circumstances in which they apply, 
please visit the ICO web site at: https://ico.org.uk/

If you wish to exercise any of your rights including where you are seeking a copy of your 
personal information, 

[if council decides to publish common notice on own web site for all councillors, insert:

please write or email me at the address given on the Council’s web page at 

[insert main link for published web page containing councillor contact information] 

https://ico.org.uk/


17

[if council not publishing common notice, insert:

please contact me using the contact details below:

[use alternative wording at beginning of notice naming individual councillor as data 
controller and prompt councillor to insert own specific details here]  
 
Do I have the right to complain?
You have the right to complain to the information Commissioner if after contacting me about 
a data protection concern, you are not satisfied with my response. 

If you wish to complain to the Information Commissioner the contact details are:

Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF

or by email:  [insert once known for complaints from members of public]

or by completing the ICO on line form at https://ico.org.uk/concerns/handling/

https://ico.org.uk/concerns/handling/
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Annex 2 – Example Record of Processing Activity 

Record of Processing Activities under Article 30 of the GDPR
Name and contact details 
of the Controller:

[insert name and contact details]

Date compiled: 
(include date of any 
subsequent reviews0

[insert]

Name and Contact Details 
of the Data Protection 
Officer:

Not applicable 

Purposes of the 
Processing:

I process personal information for the main purpose of 
carrying out casework on behalf of individual constituents in 
my ward.

Description of the 
categories of data 
subjects: 

I process personal information about:

 constituents
 elected representatives and others in public office
 council employees
 complainants and enquirers
 relatives, guardians and associates of the person 

whose personal information I am processing
 business or other contacts
 the subject of complaints

Categories of personal 
data:

I process information relevant to the above 
reasons/purposes which may include:

 personal details 
 family, lifestyle and social circumstances
 financial details
 education and employment details
 housing information
 details of complaints

I also process special category and/or criminal conviction or 
offences classes of information that may include:   

 physical or mental health details 
 trade union membership
 racial or ethnic origin
 offences including alleged offences
 political affiliation of elected members

Categories of recipients to 
whom personal data have 

Where necessary or required, I share information with: 
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been or will be disclosed  elected representatives and other holders of public 
office

 landlords
 local and central government
 statutory law enforcement agencies and investigating 

bodies
 political organisations
 the media
 healthcare, social and welfare advisers or 

practitioners
 suppliers
 the subject of complaints

Transfers of personal data 
to a third country & 
safeguards:

It may sometimes be necessary to transfer personal 
information overseas. When this is needed information is 
only shared within the European Economic Area (EEA). Any 
transfers made will be in full compliance with all aspects of 
data protection legislation.

Time limits for erasure: Following closure of a case, the case papers are usually 
destroyed after [insert length of time records retained]  

Technical and 
organisational security 
measures: 

I take reasonable security measures to ensure that personal 
data relating to constituency casework is protected from 
accidental loss or alteration, inappropriate access, misuse or 
theft. [insert examples depending on whether casework 
stored by councillor or on council network or mix of both]
 

This written Record of Processing Activities shall be made available to the relevant 
supervisory authority on request.

Appendix 1 – GDPR overview for larger controllers 
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GDPR Overview  
The 
Accountability 
Duty

Reverses the presumption that organisations are compliant unless it 
is proved otherwise by placing proactive duty on organisations to 
evidence how they comply

Records of 
Processing 
Activities 
(RoPA)

Introduces extensive record keeping obligations to demonstrate 
compliance from point of collection and throughout lifecycle until 
disposal (applies where more than 250 employees or processing 
satisfies ‘high risk’ criteria).

Privacy by 
Design 

Requires ‘privacy by design’ and ‘privacy by default’ principles to be 
built into systems and business processes, including the removal or 
separation of personal identifiers when necessary, the use of 
encryption technologies for protecting personal data at rest and 
during transmission and the regular testing of systems 

Mandatory Data 
Protection 
Impact 
Assessments

Imposes requirement to carry out mandatory Data Protection Impact 
Assessments (DPIA) for ‘high risk’ processing where new or changed 
processes or systems are planned, and to consult with Information 
Commissioner, where necessary, prior to introduction.

Mandatory 
designation of 
Data Protection 
Officer (DPO) 

This designation applies to all for public authorities (including schools) 
and those undertaking ‘high risk’ processing.

The DPO is expected to act autonomously in ‘independent’ manner 
without ‘instruction’ with statutory protection against dismissal for 
performing their tasks (including the giving of advice) while legal 
responsibility for compliance remains vested in employing 
organisation responsible for controlling personal data.  

Breach 
Requirements & 
Notification 

Includes: 
o reporting of serious breaches to the ICO where feasible, within 

72 hours of discovery
o notifying individuals without undue delay if breach poses ‘high 

risk’ to their rights and freedoms 

Controller and 
processor 
responsibilities

Preserves traditional contractual relationship of controller and 
processors, specifies clauses contracts must contain and for first 
imposes some direct legal obligations on processors/suppliers in 
relation to ‘accountability’ measures.

Sanctions and 
Enforcement

Increases enforcement options and financial penalties, including 
extended powers for ICO to:

o undertake mandatory inspection and audits 
o impose administrative fines of up to UK equivalent of 

EUR10,000,000 or 20,000,000 depending on nature of non-
compliance 

Transparency 
and individual 
rights

Extends the information data subjects are entitled to proactively be 
given at point of collecting or obtaining their data from other sources

Removes charges for subject access requests and reduces / modifies 
time limits for responding; strengthens and extends the rights 
individuals (including modified and new rights to make objections, 
rectification, restriction, erasure and portability requests)

Changes in Widens definitions of what constitutes personal data and sensitive 
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definitions, 
processing 
conditions and 
consent

personal data (referred to as “special category data” under the 
GDPR) and changes  legal grounds for processing and consent, 
especially for public authorities (with revised rules for children’s 
consent in the digital world) 
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Appendix 2 – GDPR Data Protection Principles (Article 5)

Principles relating to Processing of personal data 

1. Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in relation to the 
Data Subject (‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes; further 
Processing for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes shall, in accordance 
with Article 89(1), not be considered to be incompatible with the initial 
purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the 
purposes for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step 
must be taken to ensure that personal data that are inaccurate, having 
regard to the purposes for which they are processed, are erased or 
rectified without delay (‘accuracy’);

(e) kept in a form which permits identification of Data Subjects for no longer 
than is necessary for the purposes for which the personal data are 
processed; personal data may be stored for longer periods insofar as the 
personal data will be processed solely for archiving purposes in the public 
interest, scientific or historical research purposes or statistical purposes in 
accordance with Article 89(1) subject to implementation of the appropriate 
technical and organisational measures required by this Regulation in 
order to safeguard the rights and freedoms of the Data Subject (‘storage 
limitation’);

(f) processed in a manner that ensures appropriate security of the personal 
data, including protection against unauthorised or unlawful Processing 
and against accidental loss, destruction or damage, using appropriate 
technical or organisational measures (‘integrity and confidentiality’).

2. The controller shall be responsible for, and be able to demonstrate compliance 
with, paragraph 1 (‘accountability’). 
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Appendix 3 – Privacy Notice Requirements

Information to be communicated (where applicable) From 
data 
subject

From 
other 
source

Identity and contact details of the controller (and where applicable, the controller’s 
representative) and the data protection officer

✓ ✓

Purpose of the processing and the lawful basis for the processing ✓ ✓
The legitimate interests of the controller or third party, where applicable ✓ ✓
Categories of personal data ✓
Any recipient or categories of recipients of the personal data ✓ ✓
Details of transfers to third country and safeguards ✓ ✓
Retention period or criteria used to determine the retention period ✓ ✓
The existence of each of data subject’s rights ✓ ✓
The right to withdraw consent at any time, where relevant ✓ ✓
The right to lodge a complaint with a supervisory authority ✓ ✓
The source the personal data originates from and whether it came from publicly 
accessible sources

✓

Whether the provision of personal data is part of a statutory or contractual requirement 
or obligation and possible consequences of failing to provide the personal data

✓

The existence of automated decision making, including profiling and information about 
how decisions are made, the significance and the consequences

✓ ✓

 


